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Introduction

1. Introduction

1.1 About the Handbook

This handbook is intended to provide the necessary information for
basic configuration of the AutroMaster Integrated Safety and
Emergency Management System (AutroMaster ISEMS).

The majority of configuring is performed by using a normal editor.
Linux has a number of different editors that may be used, for example,
vi, emacs, gedit, kedit, kate, etc.

gedit is recommended and is to be used in graphic mode.

All editing is performed in Command line window. Security level 4
(Service) is required to gain access to Command line.

= To open the pull-down menu, click Menu using the left mouse
button.

T Beset screen

T Network topology BS-100...

T Objectlist..

=¢ Detector group manager...
g Object browser..
s Er System history... [] Wersion..
= ] Report generator.. T Language..
% &5 Printouts y & Date Time..

Backup tools 3

1] IMaintenance l
% @ Configuration...
i @ hanuals ' = Amservice.
‘ Shut Down b @ ESPA4.4.4 Configuration...
€D autroMaster 5000 [ /) DISABLE/ENAL =) Command line...

= Select the desired submenu (Command line is selected in this
example) and then click the left mouse button (shaded black
above).

br idgefive: /home/ spefuns [
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Introduction

1.2 About the Handbook

This handbook provides all necessary information for the installation
and commissioning of the AutroMaster Integrated Safety and
Emergency Management System (AutroMaster ISEMS).

1.3 The Reader

The handbook is intended to be used by personnel who are
responsible for the installation, commissioning and startup of the
communication with fire alarm panels, of type BS-100 or AutroSafe.

We assume that the reader has basic knowledge of the Linux
Operating System, plus BS-100 or AutroSafe.

1.4 Reference Documentation

The AutroMaster ISEMS documentation consists of the following

documents:

Document Name Part number File name
System Description 116-AMASTER-SYSTEM/XGB amastersystem_xgb
Basic Configuration 116-AMASTER-BASICCONF/EGB | amasterbasicconf_egb
Handbook
Advanced Configuration 116-AMASTER-ADVCONF/EGB amasteradvconf_egb
Handbook
Installation and 116-AMASTER-INSTCOMM/IGB amasterinstcomm_igb
Commissioning Handbook
Operator’s Handbook 116-AMASTER-OPERATE/FGB amasteroperate_fgb
Shortform User Guide 116-AMASTER-USERGUI/LGB amasterusergui_lgb
AutroBrowser, Installation 116-AUTROBROWIN/DGB autrobrowin_dgb
Datasheet: 116-AMASTER-ISEMS/CGB amasterisems_cgb
AutroMaster ISEMS
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About AutroMaster ISEMS

2. About AutroMaster ISEMS

2.1 Overview

AutroMaster ISEMS is an Integrated Safety and Emergency
Management System which can be used together with the AutroSafe
Interactive Fire Detection System or the BS-100 system.

The system can be connected to a large number of fire alarm panels
of different types (such as operator, control or repeater panels) via a

serial connection or an ethernet network.

AutroMaster ISEMS uses Linux as an operating system.

Platform

Operating system

Installation media

PC

CentOS 5.11

CD/DVD

2.2 AutroMaster Editions

AutroMaster ISEMS is the full AutroMaster edition, including all
functionality. In addition, there are three editions; one for the oil & gas
market, the maritime market, and the onshore market (see details in
the overview below).

Functions/Modules Oil & Gas Maritime Onshore ISEMS
Basic functionality
Fire management basic X X X X
functions (AutroSafe,
Autroprime 2.0.x or later,
and
BS-100 interface)
MultiSensor control X X X X
Report generator X X X X
Control and monitoring of | x X X X
emergency lights/LLL
Extended functionality
AutroSafe IFG unit support | X NA NA X
Dual Safety (AutroSafe 4.3 | x X X X
or later)
Touch screen support X X X X
Decision support X
system/incident manager
Electronic plotting table X
Training/simulation module X
Event record and replay X
module
Video module (live video X X
support CCTV)
Remote connect function X
Message center module X

Installation and Commissioning Handbook, AutroMaster ISEMS - Integrated Safety and Emergency Management System,
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About AutroMaster ISEMS

Interfaces

Hernis CCTV interface

System-S interface

NMEA interface

VDR output X

Modbus interface

X
X

ESPA 4.4.4 interface X X

Gessler

XXX [X X [X | X | X

Saia PLC X
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Installation

3. Installation

To install AutroMaster ISEMS on a PC make sure that you have the
following software.

= Linux boot floppy and Linux CD based on CentOS installation CD
(alternatively DVD).

= AutroMaster ISEMS distribution on CD’s.

3.1 Preparing to Install the System

Important! v/

AutroMaster ISEMS requires CentOS 5.6. It can either be downloaded
from the Internet or you can buy it from Autronica Fire & Security AS. If
you want to download a distribution, make sure that you download a
distribution in ISO format. The ISO format is one large file, which can
be loaded onto your CD burner program and the Linux DVD/CDs can
be burned.

Every Linux distribution contains complete software for network
communication, graphical user interface, a complete development
environment, and many different server softwares.

This chapter deals with 5.11.

Before the installation is carried out it is important to write down the
following key information about the PC:

= Type of the graphical board installed and the available memory.

= Type of mouse and where the mouse is connected.

= Monitor information, including; type, resolution, horizontal and
vertical refresh frequencies. The standard resolution is 1280x1024,
therefore find the vertical frequency for this resolution in your
monitor manual.

= Type of the network card, if the computer is to be connected to a
network or AutroSafe.

Make sure that all necessary CD’s (the Linux CD and AutroMaster CD)
and the information about the hardware are available.

Installation and Commissioning Handbook, AutroMaster ISEMS - Integrated Safety and Emergency Management System,
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Installation

3.2 CentOS 4.6 Installation

= Insert the CentOS setup CD-ROM and turn on the PC.

If the PC cannot start from a CD-ROM, the PC’s BIOS setup must be
changed so that the CD-ROM is defined as the first unit in the start-up.

3.2.1 Startup

When the PC is turned on, the following is shown:

# CentOS

To install or upg mmb key.
To install or upg aphlic e ol ar 6 Machine,
type i586 <ENTER>.

To install or upgrade in text mode, type: linux text <ENTER>.
(or for i586 machines in text mode type: I586 text <ENTER>.)

— Use the function keys listed below for more information.

[F1-Main] [FZ2-Options] [F3-Generall [F4-Kernell [F5-Rescuel

= Click Enter to continue.

Installation and Commissioning Handbook, AutroMaster ISEMS - Integrated Safety and Emergency Management System,
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Installation

3.2.2 Media Check

= If you are using the CentOS CD-ROM the very first time, we
recommend that a Media Check is performed in order to verify the
content of the CD-ROM.

= If you are using the CentOS CD-ROM the very first time, click OK, if
not, click Skip.

elcome to Cent0S-4 i386

CD Found

To begin testing the CD media before
installation press OK.

Choose Skip to skip the media test
and start the installation.

<Tab>/<Alt-Tab> between elements | <Space> selects i <F1Z> next screen

Installation and Commissioning Handbook, AutroMaster ISEMS - Integrated Safety and Emergency Management System,
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Installation

3.2.3 Welcome to CentOS 4.6

Welcome to
Cent0S-4 i386

During this installation, you can ||~
7 N

use your mouse or keyboard to B

navigate through the various /

screens. & A}

The Tab key allows you to

move around the screen, the N

Up and Down arrow keys to L

scroll through lists, + and - keys

expand and collapse lists,

while Space and Enter selects

or removes from selection a / _ - l / (—l
highlighted item. You can also i =

use the Alt-X key command ; '
combination as a way of e ——
clicking on buttons or making
other screen selections, where

Xis replaced with any
underlined letter appearing <

|mH\de ﬂelp| |ﬂe\ease Nate5| | < Back ‘ | B Next |

= Click Next to continue.

3.2.4 Select Installation Language

The language selection allows you to define the language that is used
during the installation of the CentOS. The selected language is also
used in Linux fault messages etc. Note that this selection will not affect
other language-dependent settings, as for example the keyboard
configuration.

We recommend that English is selected. This handbook is based on
the English language setting.

@ ‘What language would you like to use during the installation

Language Selection

process?

Choose the language you would
like to use during this installation. Bulgarian (Bwarapckn)

Catalan (Catala)
Chinese(Simplified) (& {74770
Chinese(Traditional) (¥4 20)
Croatian (Hrvatski)

Czech (Ceitma}

Danish (Dansk)

Dutch (Nederlands)

English (English) N

Estonian (eesti keel)

]

Finnish (suomi)
French (Francais)
German (Deutsch)
Guijarati (zrx=idl)
Hindi (2=

Hungarian (magyar)

Icelandic (islenska) [+]

|mH\de ﬂelp| |Be\ease Nates| | <4 Back ‘ | P Next |

= Select English and click Next to continue.
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3.2.5 Keyboard Configuration

Select the appropriate keyboard for the system.
Keyboard

Configuration Russian {rul) I
Russian (ru2)
Choose the layout type for the Russian (utf8m)
keyboard (for example, U.S. Russian (win)
English) that you would like to Slavakian
use for the system. )
Slovenian
Spanish
Swedish

Swiss French

Swiss French (latinl)
Swiss German

Swiss German (latin1)
Tamil {Inscript)

Tamil (Typewriter)
Turkish

Ukrainian #
United Kingdom

U.S. International

|mH\de ﬂelp| |ﬂe\ease Nate5| | < Back ‘ | P> Next :

= Select the layout type for the keyboard that is used for the system,
and click Next to contiunue.

3.2.6 Installation Type

3

. Personal Desktop
|I‘I Stal I atl on Type 0 @ Perfect for personal computers or laptops, select this installation type to

install a graphical desktop environment and create a system ideal for
. ) home or desktop use.
Choose the type of installation

that best meets your needs.

Workstation
. . (@] This option installs a graphical desktop environment with tools for
An installation deslroys any software development and system administration.
previously saved information on
the selected partitions.
Server
e} @ Select this installation type if you would like to set up file sharing, print

For more information concerning sharing, and Web services. Additional services can also be enabled,

the differences among these and you can choose whether or not to install a graphical environment.
installation classes, refer to the
product documentation. Custom
@® Select this installation type to gain complete control over the installation
process, including software package selection and partitioning.

|mH\deﬂelp| |ﬂe\easeNate5| |< Back ‘ |> Next |

= Select custom installation, and click Next to continue.

Installation and Commissioning Handbook, AutroMaster ISEMS - Integrated Safety and Emergency Management System,
116-P-AMASTER-INSTCOMMY/IGB, Rev. C, 2016-05-20, Autronica Fire and Security
Page 9



Installation

3.2.7 Partitioning the Disk

If the harddrive contains existing partitions, these have to be deleted.
A minimum of 200 GB harddisk is required.

It is recommended that the harddisk partitioned into five partitions, as
shown in the table below.

Partition Type Size Mounting point
Swap 4096 Mbytes Ingen

Linux extended 3 20 GB /

Linux extended 3 30 GB / home

Linux extended 3 20 GB [ usr

Linux extended 3 Remaining space [ var

-

Disk Partitioning
Setup

One of the largest obstacles for
a new user during a Linux

installation is partitioning. This X -
. . Automatic Partitioning sets partitions based on the selected

process is made easier by i . ;

o ; installation type. You also can customize the partitions once
providing automatic they have been created.
partitioning. 4
The manual disk partitioning tool, Disk Druid, allows you to
By selecting automatic create partitions in an interactive environment. You can set the
partitioning, you do not have to file system types, mount points, partition sizes, and more.

use partitioning tools to assign O Automatically parition
mount points, create partitions, ® Manually partition with Disk Druid,
or allocate space for your

installation.

To partition manually, choose
the Disk Druid partitioning
tool.

Use the Back button to choose |_

[@rai] [

= Select Manually partition with Disk Druid, then click Next to
continue. (If the harddrive is new, it must be initialized.)

Disk Partitioning
Setup

One of the largest obst.
a new user during a Li

installation is partitioni
process is made easier The partition table on device hda was unreadable. To create the_se\ected
providing automatic @ new partitions it must be initialized, causing the loss of ALL LTS G
I DATA on this drive.
partitioning.
This operation will override any previous installation choices allows you to

By selecting automatic about which drives to ignore. You can set the
partitioning, you do not n G0 CiEe
use partitioning tools to Would you like to initialize this drive, erasing ALL DATA?
mount points, create pa ruid
or allocate space for yo
installation.
To partition manually, choose
the Disk Druid partitioning LI
tool.
Use the Back button to choose ||

rerr . [T hd

‘mH\de ﬂe\p| ‘ &elease Notes‘ | 4 Back | ‘ b Next ‘

= If a warning appears on the screen; "Would you like to initialize this
drive, erasing ALL DATA?”, click Yes to continue.
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Disk Setup

Choose where you would like
CentOS-4 i386 to be installed.

If you do not know how to
partition your system or if you
need help with using the
manual partitioning tools, refer
to the product documentation.

If you used automatic
partitioning, you can either
accept the current partition
settings (click Next), or modify
the setup using the manual
partitioning tool.

If you are manually partitioning
your system, you can see your
current hard drive(s) and
partitions displayed below. Use

the partitioning tool to add, edit, |[+]

-

.

Drive jdev/hda (15359 MB) (Model: VMware Virtual IDE Hard Drive)

Free
15360 MB
[ New | Eit | Deete | Reset | RAD | LM |
Mount Point/ Size
Device RAID/Volume Type Format (MB) Start | End
¥ Hard Drives
~ (devfhda
Free Free space 15360 1 1959

[ Hide RAID device/LVM Volume Group members

| mHlde ﬂe\p| ‘ ﬂe\ease Notes

[ ]

deleted.
| |

button.
[ ]

3.2.8 Adding a Swap Partition

Select New to define a new partition.

If the harddrive contains existing partitions, these have to be
Select the partitions under the partition list, and click the Select

Repeat this procedure until all existing partitions are deleted.

Choose where yo
CentOS-4 i386 to

If you do not know
partition your syste
need help with usi
manual partitionin
to the product doc

If you used autom
partitioning, you ¢
accept the current

settings (click Nex
the setup using the
partitioning tool.

If you are manuall
your system, you ¢

current hard drive(

partitions displayed below. Use
the partitioning tool to add, edit,

‘ mHlde ﬂelp| ‘ Ee\ease Notes |

Disk Setu T —
e)
Mount Point: |<ND[ Applicable> | v ‘
File System Type: | swap |" ‘
hda 15359 MB VMware Virtual IDE Hard Drive
Allowable Drives:
AID LVM
-] fe
Size (MB): |4006] B & [stan|Ene
Additional Size Options
@® Fixed size
O Fill al space up to (MB): [1 2l b0 1 10s0
O Fill to maximum allowable size
[[] Force to be a primary partition
) Ay ‘
u [] Hide RAID device/LVM Volume Group members
|4 Back | ‘} Next ‘

Select swap for the File System Type.
Select 4096 for the Size or at least twice the size of the PC’s

physical memory.
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Installation

3.2.9 Adding Linux Partitions

= Click New to add a partition.

The screen dump below is a general example (does not
show the actual values).

Disk Setup

Choose where you Mount Point ‘,’ | hd ‘
CentOS5-4i386 to

File System Type: ‘ ext3 |" ‘

If you do not know
partition your syste
need help with usi Allowable Drives
manual partitionin, AID LVM

hda 15359 MB VMware Virtual IDE Hard Drive

1o the product doc Size (MB) 100 e Be) Start [ End
If you used automz  Additional Size Options

partitioning, you €z () Fixed size

accept the current =

settings (click Nex O Fill all space up to (MB) |1 H 095 1 522
the setup using the = @Fill to maximum allowable size 264 523 1958

e o e no T | SRS
P I [] Forcetobe a primary partition

your system, you ¢

current hard drive(sy arnu |
partitions displayed below. Use
the partitioning tool to add, edit, [] Hide RAID device/LVM Volume Group members

‘mHlde Help

‘Ee\ease MNotes ‘4 Back | |b Next ‘

Select EXT3 for File System Type.
Type / for the Mount Point.
Check off “Fixed size”
Type the size of the partition (20 000).
Click OK to continue.
= Repeat this procedure for all partitions that are to be defined (note
that the partition /var must be defined as the last partition.
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3.2.10 Completing the Partitioning of the Harddrive

= Ensure that the entire harddrive is allocated.
The screen dump below is a general example (does not
show the actual values).

Disk Setup

-

- Drive /dev/hda (15359 MB) (Model: VMware Virtual IDE Hard Drive)
Choose where you would like hdal 1daz
CentOS-4 i386 to be installed. ||| 11256 MB 4004 ME

If you do not know how to
partition your system or if you

need help with using the : " ” " ” |
manual partitioning tools, refer e New ” Edit Delete Reset RAID LvM
to the product documentation. Mount Paint/ Size
Device RAID/Volume Type Format (MB) Start | End

|fy:}l;l' us'ed automatic " = Hard Drives

artitioning, you can either
P %y - ~ (dev/hda
accept the current partition
settings (click Next), or modify /dev/hdal  f ext3 + 11256 1 1435
the setup using the manual [dev/hdaz swap ' 4005 1436 1957
partitioning tool. Free Free space 8 1958 1958
If you are manually partitioning
your system, you can see your
current hard drive(s) and
partitions displayed below. Use

the partitioning tool to add, edit, [+| [] Hide RAID device/L VM Volume Group members

|mH\de ﬂelp| |Be\ea5e Nme5| | 4 Back ‘ | b Next |

= If all free space is allocated, click Next to continue.

= If you have not allocated all free space on the harddrive, delete the
partitions and repeat the procedure above.
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3.2.11 Installing GRUB

3.2.12 Network

GRUB is the default startup program for Linux.

4

Boot Loader
Configuration

By default, the GRUB boot
loader is installed on the
system. If you do not want to
install GRUB as your boot
loader, select Change boot
loader.

You can also choose which OS
(if you have more than one)
should boot by default. Select
Default beside the preferred
boot partition to choose your
default bootable OS. You
cannot move forward in the
installation unless you choose
a default boot image.

You may add, edit, and delete
the boot loader entries by

[2]

=

| mH\de ﬂelp| | ﬂe\ease Notes |

[

The GRUB boot loader will be installed on fdev/hda. | Change boot loader

You can configure the boot loader to boot other operating
systems. It will allow you to select an operating system to
boot from the list. To add additional operating systems,
which are not automatically detected, click 'Add.’ To
change the operating system booted by default, select
"Default’ by the desired operating system.

Default |Label Device Add
Cent05-4i386 /dev/hdal Edit
Delete

A boot loader password prevents users from changing
options passed to the kernel. For greater system
security, it is recommended that you set a password.

[[] Use a boot loader password | Change password

[[] Configure advanced boot loader options

|4 Bk | [P nex |

= Make sure that the Boot loader is installed on the PC’s first

harddrive.

= To continue, click Next.

If the PC is to be connected to a network or communicate with
AutroSafe, the PC’s network card must be configured.

Network
Configuration

Any network devices you have
on the system are
automatically detected by the
installation program and shown
in the Network Devices list.

To configure the network
device, first select the device
and then click Edit. In the Edit
Interface screen, you can
choose to have the IP and
Netmask information
configured by DHCP or you
can enter it manually. You can
also choose to make the
device active at boot time.

If you do not have DHCP client
access or are unsure as to

| mede ﬂelp| | Be\ease Notes |

[*]

=

[¢]

Network Devices

Edit

Active on Boot |Device [IP/Netmask
DHCP

eth0

Hostname

Set the hostname:
@ automatically via DHCP

(@] manually localhost.localdemain (ex. "host.domain.com”)

Miscellaneous Settings

Gateway:
Primary DNS;
Secondary DNS
Tertiary DNS:

|4 Bk | [P nex |

= To change the network information, click Edit.
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[+ Network Devices
Network
. Active on Boot |Device [IP/Netmask Edit
Configuration . Dice

Any network devices you havs |
on the system are

automatically detected by the
installation program and sho

A Configure eth0
in the Network Devices list.

[[] Configure using DHCP

To configure the network Activate on boot
device, first select the device!
and then click Edit. In the Ed
Interface screen, you can Netmask:
choose to have the IP and
Netmask information

configured by DHCP or you
can enter it manually. You ca
also choose to make the Tetary DNST | 1 Tl 1
device active at boot time.

X. "host.domain.com")

IP Address: (102 |/168 .1 I
255 255 255 L

If you do not have DHCP client
access or are unsure as to

|mH\de ﬂelp| |Be\ease Nates| | 'ﬂ Back ‘ | } Next |

= Type the IP address and Netmask (for example,
192.168.1.1/255.255.255.0).

= Make sure that Configure using DHCP is checked off, as
AutroMaster ISEMS requires fixed IP addresses.

= Also make sure that Activate on boot is checked off. If the PC is to
be installed in an existing network, the network administrator must
provide the network information.

= If several network cards is used in the PC, the procedure has to be
repeater for each card.

[*]

Network Devices

Network
c f. t. Active on Boot |Device [IP/Netmask Edit
on Igura on eth0  192.168.1.1/255.255.255.0

Any network devices you have
on the system are
automatically detected by the HEE e
installation program and shown
in the Network Devices list.

=

Set the hostname:
O automatically via DHCP.

To conﬁgure the network ® manually AmSDDd (ex. "host.domain.com”)

device, first select the device
and then click Edit. In the Edit
Interface screen, you can
choose to have the IP and Gateway:
Netmask information Primary DNS:
configured by DHCP or you -

can enter it manually. You can Secondary DNS:
also choose to make the Tertiary DNS:
device active at boot time.

Miscellaneous Settings

If you do not have DHCP client
access or are unsure as to

[¢]

|mH\de ﬂelp| |Be\ease Nates| | 'ﬂ Back ‘ | } Next |

= Under the hostname, make sure that manually is selected, and type
the PC’s hostname, for example, “am5000”.

= To continue, click Next.
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Network Devices

Active on Boot |Device [IP/Netmask Edit

Network
Configuration

eth0  192.168.1.1/255.255.255.0

Any network devices you have
on the system are
automatically detected by the

installation program anc Error With Data

in the Network Device
You have not specified the field "Gateway". Depending on
your network environment this may cause problems later. _t.domain.com”)

To configure the netwo
device, first selectthe d
and then click Edit. In t
Interface screen, you c
choose to have the IP anu Gateway:
Netmask information Primary DNS:
configured by DHCP or you -

can enter it manually. You can Secondary DNS:
also choose to make the Tertiary DNS:
device active at boot time.

If you do not have DHCP client
access or are unsure as to

|mH\de ﬂelp| |Be\ease Nates| | " Back ‘ | } Next |

= If an error message appears “You have not specified the field
Gateway,” simply ignore this by clicking Continue.

Network Devices

Active on Boot |Device [IP/Netmask Edit

Network
Configuration

eth0  192.168.1.1/255.255.255.0

Any network devices you have
on the system are
automatically detected hv the

installation program an Error With Data

in the Network Device
You have not specified the field "Primary DNS". Depending
on your network environment this may cause problems later. t.domain.com")

To configure the netwo
device, first select the d
and then click Edit. In 4
Interface screen, you ¢
choose to have the IP anu Gateway:
Netmask information Primary DNS:
configured by DHCP or you -

can enter it manually. You can Secondary DNS:
also choose to make the Tertiary DNS:
device active at boot time.

If you do not have DHCP client
access or are unsure as to

|mH\de ﬂelp| |Be\ease Nates| | <d Back ‘ | B Next |

= If an error message appears “You have not specified the field
Primary DNS”, simply ignore this by clicking Continue.
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3.2.13 Firewall

CentOS

Firewall
Configuration

A firewall sits between your
computer and the network, and
determines which resources on
your computer remote users on
the network are able to access.
A properly configured firewall
can greatly increase the out-of-

Choose the appropriate
security level for your system.

No Firewall — No firewall
provides complete access to
your system and does no
security checking. Security
checking is the disabling of
access to certain services. This
should only be selected if you

: 4

the-box security of your system.

[2]

A firewall can help prevent unautherized access to your computer from the
outside world. Would you like to enable a firewall?

|
() Enable firewall

S

You can use a firewall to allow access to specific services on your
computer from other computers. Which services, if any, do you
wish to allow access to ?

[ Remote Login (SSH)

[ Web Server (HTTP, HTTPS)
[ File Transfer (FTP)

[ Mail Server (SMTP)

Security Enhanced Linux (SELinux) provides finer-grained security
controls than those available in a traditional Linux system. It can be
set up in a disabled state, a state which only wams about things
which would be denied, or a fully active state.

Enable SELinux?: -

| mH\de ﬂelp| | ﬂe\ease Notes |

|'¢ Back ‘

= Make sure that No firewall is checked off.
= Make sure that Enable SELinux is Disabled.
= To continue, click Next.

Firewall
Configuration

A firewall sits between your
computer and the network, and

your computer remote u;
the network are able to &

can greatly increase the
the-box security of your

Choose the appropriate
security level for your s

determines which resou Warning - No Firewall

A properly configured fi &

A firewall can help prevent unautherized access to your computer from the
outside world. Would you like to enable a firewall?

@ Npo firewall

() Enable firewall

BN

You can use a firewall to allow access to specific services on your
computer from other computers. Which services, if any, do you

If this system is attached directly to the Internet or is on a
large public network, it is recommended that a firewall be
«configured to help prevent unauthorized access.
However, you have selected not to configure a firewall.
Choose "Proceed" to continue without a firewall.

Configure Firewall | | Proceed |

security

No Firewall — No firewall
provides complete access to
your system and does no
security checking. Security
checking is the disabling of
access to certain services. This
should only be selected if you

: "

| mH\de ﬂelp| | ﬂe\ease Notes |

controls than those avallable in a traditional Linux system. It can be
set up in a disabled state, a state which only wams about things
which would be denied, or a fully active state.

Enable SELinux?:

|<1 Back ‘

= Ignore the warning "No Firewall...” by clicking Proceed.
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3.2.14 Language Support

3.2.15 Time Zone

Additional
Language Support

Select a language to use as
the default language. The
default language is the
language used on the system
once installation is complete. If
you choose to install other
languages, it is possible to
change the default language
after the installation.

The installation program can
install and support several
languages. To use more than
one language on your system,
choose specific languages to
be installed, or select all
languages to have all available
languages installed on the
system.

| mH\de ﬂelp| | ﬂe\ease Notes |

=

[

Select the default language for the system: | English (USA) |"

Select additional languages to install on the system:

O English (Great Britain)
1 English (Hong Kong)
[ English (India)

[ English (ireland)

[1 English (New Zealand)
1 English (Philippines)
[ English (Singapore)
[ English (South Africa)

[ English (Zimbabwe)

[ Estonian

[] Faroese (Faroe Islands)
[ Finnish

[ French (Belgium)

[ French (Canada)

[ French (France)

[ French (Luxemburg)

English (USA)

1=l Select All
Select Default Only

=

-

EFmeE™

= Make sure the English is selected, then click Next to continue.

Time Zone
Selection

Set your time zone by selecting
your computer's physical
location.

On the interactive map, click on
a specific city (marked by a
yellow dot) and a red X
appears indicating your
selection.

You can also scroll through the
list of locations to select your
desired time zone.

You can also select the
System Clock uses UTC
option. (UTC, or Coordinated
Universal Time, allows your
system to properly handle

=

| mede ﬂelp| | Be\ease Notes |

Europe/Oslo

Location

|Descript\an

Europe/Moscow
Europe/Oslo
Europe/Paris

Moscow+00 - west Russia

[«] s

I [*]

[] System clock uses UTC

|4 Bk | [P nex |

= Select the computer’s physical location, for example Europe/Oslo.
= Tick off System clock uses UTC.
= To continue, click Next.

Note that the time sone will be automatically changed to UTC during
installation of AutroMaster.
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3.2.16 Root Password

The system administrator’s password is defined by typing it in the Root
Password field and then in the Confirm field.

8

Set Root Password

The root account is used for administering the system.
Enter a password for the root user.

Root Password: |"‘**“”’“ |

Use the root account only for
administration. Once the
installation has been completed,
create a non-root account for your
general use and su - to gain
root access when you need to fix
something quickly. These basic
rules minimize the chances ofa
typo or incorrect command doing
damage to your system.

Confirm: | i |

|mHide ﬂelp| |Be\ease Nate5| | 4 Back ‘ | } Next |

= Click Next to continue.

3.2.17 Select the Software to be Installed

We recommend that all packages are installed.

Package Group

Selection O Administ.ration Tools . [0/12]
This group is a collection of graphical administration tools
L , for the system, such as for managing user accounts and
Select the package (application) configuring system hardware.

groups that you want to install. To [ system Tools [0/44]
select a package group, click on '
the check box beside it.

This group is a collection of various tools for the system,
i such as the client for connecting to SMB shares and tools
to monitor network traffic
Once a package group has been [ Printing Support [0/12]
selected, click on Details to view Install these tocls to enable the system to print or act as a
which packages are installed by print server
default and to add or remove .
optional packages from that
group. [#]:Everything
This group includes all the packages available. Note that
@ there are substantially more packages than just the ones in
all the other package groups on this page.
[ Minimal
Choose this group to get the minimal possible set of
packages. Useful for creating small router/firewall boxes,
for example.

o

[s]

Total install size: 6,760M

|mHide ﬂelp| |Be\ease Nate5| | <d Back ‘ | B Next |

= Scroll down to Miscellaneous and select Everything.
= To continue, click Next.
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3.2.18 About to Install

About to Install

Caution: Once you click Next,
the installation program begins
writing the operating system to
the hard drive(s). This process Sl pzimr s ElT
cannot be undone. If you have of CentOS 4 i386.

decided not to continue with this
installation, this is the last point at
which you can safely abort the
installation process.

A complete log of the
installation can be found in the
file ‘/rootfinstall.log after
rebooting your system.

A kickstart file containing the
installation options selected can
be found in the file "froot/

To abort this installation, press
your computer's Reset button or

reset using Control-Alt-Delete, anaconda-ks.cfg' after rebooting
and then remove the installation the system.
media between the unmounting L3

and reboot screen messages.

|mHide ﬂelp| |ﬂe\ease Nate5| | < Back ‘ | P> Next |

= To start the installation, click Next.

Installing Packages

infomaton needed o
information needed to install CentOS Donations

CentO5-4 i386 on the system. It (' The organization that produces Cent0S is named The CentOS
may take a while to install Project. We are not affiliated with any other organization
everything, depending on how * Our only source of hardware or funding to distribute Cent0S is
many packages need to be by donation.

installed.

* Please consider donating to the CentOS Project if you find
CentOS useful

More Info: http://www.centos.org/donate/

Installing bash-3.0-19.6.i386 (5 MB)
The GNU Boumne Again shell (bash).

|@H\deﬂelp| |ﬂe\ease|\late5| |‘§ Back ‘ |& Next |

= Wait to the installation is complete.
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Congratulations, the installation is complete.

Remove any installation media (diskettes or CD-ROMs) used
during the installation process and press the "Reboot” button to
reboot your system.

| @Show ﬂelp| Belease Notes ‘ | <& Back ‘ |g Reboot |

=  When the installation is completed, click Reboot to reboot the PC.

3.2.19 CentOS Setup

* Welcome

License Agreement we I c o m e

Date and Time

There are a few more steps to take before your system is ready to use. The Setup
Agent will now guide you through some basic configuration. Please click the "Next"
System User button in the lower right corner to continue.

Sound Card

Display

Additional CDs
Finish Setup

= Click Next to continue.
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Welcome

| FlLicense Agreement
9

Date and Time
Display (Cent05-4 is released via the GPL.

System User
Sound Card
Additional CDs

Finish Setup

@) Yes, | agree to the License Agreement

) Ng, | do not agree

= Tick off Yes, | agree to the License Agreement.
= To continue, click Next.

Welcome

License Agreamant Date and Time

Date and Time

Display Please set the date and time for the system.
System User Date & Time | Network Time Protocol |
Sound Card Date Time
Additional CDs 4 May * + 2010 * Curent Time : 13:12:52
(AL S Sun Mon Tue Wed Thu Sat Hour :
1 . [~]
w11 12 13 14 15 Second: [4 |2

6 17 18 19 20 21 22
23 24 25 QN 27 28 29
30 31

= Setthe UTC date and time for the system (UTC is similar to GMT
time).
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Welcome
License Agreement

Date and Time

+ Display

System User
Sound Card
Additional CDs
Finish Setup

Display

Please select the resolution and color depth that you wish to use:

Unknown monitor with VMWare |

Configure... |

Resolution: | 800x600

Color Depth: | Millions of Colors

= The monitor must be configured.
To select the correct monitor type, click Configure.

Welcome

License Agreement
Date and Time
Display

System User
Sound Card
Additional CDs
Finish Setup

I Display

Please select the model of your monitor.

(=1(=)(=]

Generic LCD Display
LCD Panel 640x480
LCD Panel 800x600
LCD Panel 1024x768
LCD Panel 1280x800

LCD Panel 1400x1050
LC N Banal 1440000

Reset to default

= Select the model of your monitor. Alternatively, select one of the
generic monitor models.

Installation and Commissioning Handbook, AutroMaster ISEMS - Integrated Safety and Emergency Management System,
116-P-AMASTER-INSTCOMMY/IGB, Rev. C, 2016-05-20, Autronica Fire and Security

Page 23



Installation

Welcome

License Agreement |@‘ D i s p I ay

Date and Time
Please select the resolution and color depth that you wish to use:

Display

System User
Sound Card
Additional CDs
Finish Setup

LCD Panel 1280x1024 with VMWare | Configure... ]
Resalution: ‘ 1280x1024 "'|
Color Depth: ‘ Thousands of Colors x |

-‘ Back -’ Next

= Select the correct resolution. For 19” monitors we recommend the
resolution 1280x1024, for 17" monitors we recommend 1024x768.
Note that AutroMaster ISEMS requires a minimum resolution of
1024x768.

= Select the correct colour depth, Thousands of Colors are
recommended. AutroMaster ISEMS does not support Million of
Colors.

= To continue, click Next.

Welcome

License Agreement System User

Date and Time

It is recommended that you create a system 'usemame’ for regular (non-
administrative) use of your system. To create a system 'usemame,’ please provide
System User the information requested below.

Sound Card

Display

If you need to use network authentication such as Kerberos or NIS, please click the

Use Network Login button.
Use Network Login...

= To continue, click Next.
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Welcome

License Agreement System User

Date and Time
Display It is recommended that you create a system 'usemame’ for regular (non-
administrative) use of your system. To create a system 'username,’ please provide

System User the information requested below.

Sound Card

naiionat cos S I
FllName: [ |

Password:

Finish Setup

Warning

Itis highly recommended that a personal user account
& be created. If you continue without an account, you
can only log in with the root account, which is

reserved for administrative use only. ise dlick the

Continue ‘ ‘ Create account |

J Network Login...

= Ignore the warning, and click Continue to proceed.

Welcome

e iy Sound Card

Date and Time

Display A sound card has been detected on your computer.

System User Click the "Play test sound" button to hear a sample sound. You should hear a series
s Sound Card of three sounds. The first sound will be in the right channel, the second sound will be

in the left channel, and the third sound will be in the center.
Additional CDs

Finish Setup Vendor: Ensoniq
Model: ES1371 [AudioPCI-97]
Module: snd-ens1371

= If a soundcard and loadspeakers are connected, a test can be
carried out by clicking Play test sound.

= To continue, click Next.
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Welcome

i © Additional CDs

Date and Time

Display Please insert the disc labeled "CentOS Extras” to allow for installation of third-party
plug-ins and applications. You may also insert the Documentation disc, or other Red
System User Hat-provided discs to install additional software at this time.
Sound Card

Additional CDs

Finish Setup

=
‘6 Additional CDs

To continue, click Next.

Welcome o =
License Agreement FI n Ish Setu p
Date and Time

Display Your system is now set up and ready to use. Please click the "Next" button in the
lower right comer to continue.

System User
Sound Card
Additional CDs

* Finish Setup

Oz
ng

To continue, click Next.
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Username:

The system is now installed, and you can login.

= To install AutroMaster, go to chapter 3.4.
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3.3 CentOS 5.11 Installation
Insert the CentOS setup CD-ROM and turn on the PC. If the PC
cannot start from a CD-ROM, the PC’s BIOS setup must be changed
so that the CD-ROM is defined as the first unit in the start-up.

The figures used in this chapter are screendumps from version 5.3.
The layouts may vary for CentOS 5.11, but the content is more or less
the same.

3.3.1 Startup

When the PC is turned on, the following is shown;

Cent0S-5

Community ENTerprise Operating System

<ENTER>

linux text <ENTER>

[F1-Main]l [F2-Options] [F3-Generall [F4-Rernell [F5-Rescuel

= Press Enter to continue.
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3.3.2 Media Check

= If you are using the CentOS CD-ROM the very first time, we
recommend that a Media Check is performed in order to verify the
content of the CD-ROM.

= If you are using the CentOS CD-ROM the very first time, press OK,
if not, press Skip.

To begin testing the CD media before
installation press 0OK.

Choose Skip to skip the media test
and start the installatiom.

<Tab>s<Alt-Tab> between elements | <{Space> szelects i <F12> next screen
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3.3.3 Welcome to CentOS 5.3

& centos

P

= y 1'_‘-
@ CentOS S

| [} Release Notes

= Click Next to continue.

3.3.4 Select Installation Language

The language selection allows you to define the language that is used
during the installation of the CentOS. The selected language is also
used in Linux fault messages etc. Note that this selection will not affect
other language-dependent settings, as for example the keyboard
configuration.

We recommend that English is selected. This handbook is based on
the English language setting.

& Ccentos

What language would you like to use during the
installation process?

Chinese(Simplified) (EH3) E
Chinese(Traditional) (ZEEH3T)
Croatian (Hrvatski)

Czech (Cestina)

Danish (Dansk)

Dutch (Nederlands)

Estonian (eesti keel)
Finnish (suomi)
French (Frangais)
German {Deutsch)

Greek (EAAnuikd)

(4]

Gujarati (2%21<)

= Select English and click Next to continue.
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3.3.5 Keyboard Configuration

& Centos

Select the appropriate keyboard for the system.

Slovenian L

Spanish

Swedish

Swiss French

Swiss French (latinl)
Swiss German

Swiss German (latinl)
Tamil (Inscript)

Tamil (Typewriter)
Turkish

U.Ss. English
U.5. International

Ukrainian

United Kingdom =

= Select the layout type for the keyboard that is used for the system,
and click Next to continue.

& Centos

Select the appropriate keyboard for the system.

Spanish

Swedish Drive 15359 MB) was unreadable.
To create new partitions it must be initialized, causing the

loss of ALL DATA on this drive.

@ The partition table on device hda (VMware Virtual IDE Hard

Swiss French
Swiss French (latinl

Swiss German This operation will override any previous installation choices

. . about which drives to ignore.
Swiss German (latin

Tamil (Inscript) Would you like to initialize this drive, erasing ALL DATA?
Tamil (Typewriter)
Turkish

U.S. English

U.S. International

Ukrainian

United Kingdom =i

Dﬂelease Notes

= If the drive is not initialized, a popup window will appear. Click Yes
to continue.
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3.3.6 Installation Type

& centos

Installation requires partitioning of your hard drive.
By default, a partitioning layout is chosen which is
reasonable for most users. You can either choose
to use this or create your own.

{Create custom layout. =

Select the drive(s) to use for this installation.

4p Advanced storage configuration

= Select custom layout, and click Next to continue.

3.3.7 Partitioning the Disk

If the harddrive contains existing partitions, these have to be deleted.
A minimum of 200 GB harddisk is required.

It is recommended that the harddisk partitioned into five partitions, as
shown in the table below.

Swap 4096 Mbytes Ingen
Linux extended 3 20 GB /
Linux extended 3 30 GB /home
Linux extended 3 20 GB /usr
Linux extended 3 Remaining space [ var
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& centos

Drive /dev/hda (15359 MB) (Model: VMware Virtual IDE Hard Drive)

Free
15360 MB

New l [ Edit l [ Delete l I Reset l I RAID l I LvM

Mount Point/ Size

Device ey Type Format (MB) Start End

=~ Hard Drives
~ Jdev/hda

Free Free space 15360 1 1959

[ Hide RAID device/LVM Volume Group members

Dﬂelease Notes

= If there are existing partitions on the drive, select the partitions
under the partition list, and click Delete.

= Repeat this procedure until all existing partitions are deleted.

3.3.8 Adding a Swap Partition

= Select New to define a new patrtition.

& Centos

Add Partition

Mount Point:

File System Type: [ swap

a“

Allowable Drives:

L Size (MB): 4096 |;| ]
Additional Size Options LM
@ Elxed size ]

Device
O Fill all space up to (MB): —

- )
Hard Drives ) Fill to maximum allowable size

~ [devihda

[] Force to be a primary partition
Free -

[ Encrypt

I I
[] Hide RAID devici

Qomessnes

= Select swap for the File System Type.
= Select Fixed size.

= Select 4096 for the Size or at least twice the size of the PC’s
physical memory.

= Click OK to return to previous window.
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3.3.9 Adding Linux Partitions

= Click New to add a partition.
The screen dump below is a general example (does not
show the actual values).

& Centos

Add Partition

Mount Point: [I ‘ n l

File System Type: [ ext3 2 I

Allowable Drives:

L Size (MB): 100 H ]
Additional Size Options LM
O Elxed size ]

Device
O Fill all space up to (MB): —

- )
Hard Drives @ Fill to maximum allowable size

~ [devihda
Faorce to be a primal artition
/dev/hdal U P i

Free L] Encrypt

FEol R —

[] Hide RAID devici

Type / for the Mount Point.
Select EXT3 for File System Type.
Check off “Fixed size”
Type the size of the partition (20 000).
Click OK to continue.
= Repeat this procedure for all partitions that are to be defined (note
that the partition /var must be defined as the last partition.
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3.3.10 Completing the Partitioning of the Harddrive

= Ensure that the entire harddrive is allocated.

The screen dump below is a general example (does not
show the actual values).

& centos

Drive /dev/hda (15359 MB) (Model: VMware Virtual IDE Hard Drive)
hdal

hda2
11256 MB 4094 MB
New | [ Edit l [ Delete l I Reset l I RAID l I LvM
Device Mount Point/ Size

RaDNVome  YPE  Format oo Start End
~ Hard Drives

~ Jdev/hda
/dev/hdal / ext3 s 11256 1 1435
/dev/hda2 swap L4 4094 1436 1957

Eresa Eres cnare

7 14958 1458
[ Hide RAID device/LVM Volume Group members

If all free space is allocated, click Next to continue.

If you have not allocated all free space on the harddrive, delete the
partitions and repeat the procedure above.
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3.3.11 Installing GRUB

GRUB is the boot loader for Linux.

& Centos

(@) The GRUB boot loader will be installed on /dev/hda.
() No boot loader will be installed.
You can configure the boot loader to boot other aperating systems. It will allow you to select an operating system

to boot from the list. To add additional operating systems, which are not automatically detected, click 'Add." To
change the operating system booted by default, select 'Default’ by the desired operating system.

Default Label |Device

Cent0OS /dev/hdal

A boot loader password prevents users from changing options passed to the kernel. For greater system security, it
is recommended that you set a password.

[J Use a boot loader password

[ Configure advanced boot loader options

[} Release Notes

= Make sure that the Boot loader is installed on the PC’s first
harddrive.

= To continue, click Next.

3.3.12 Network

If the PC is to be connected to a network or communicate with
AutroSafe, the PC’s network card must be configured.

Network Devices

‘Actlve on Boot| Device  IPvd/Netmask IPv6/Prefix ‘ Edit

ethd  DHCP Auto

Hostname
Set the hostname:

@ automatically via DHCP
O manually | (e.g., host.domain.com)

Miscellaneous Settings

| Dﬂelease Notes

= Select the Network interface that is to be configured.
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= To change the network information for the selected network
interface, click Edit.

& Centos

Advanced Micro Devices [AMD] 79c970 [PCnet32 LANCE]
Network Devl| yargware address: 00:0C:29:0A:D0:B1

Active on Boo Enable IPv4 support

(O Dynamic IP configuration (DHCP)

@ Manual configuration
IP Address Prefix (Netmask)
192.168.1.1 ] ! [255.255,255‘D|

Hostname
Set the hostnar

[J] Enable IPv6 support

O
@ automatica

O manually

Miscellaneous

Qoo

= Check that Enable Ipv4 support is ticked off.
= Select Manual configuration.

= Type the IP address and Netmask (for example,
192.168.1.1/255.255.255.0).

= Disable Ipv6 support (remove tickoff mark).

= If several network cards is used in the PC, the procedure has to be
repeated for each card.

& Centos

Network Devices

Active on Boot Device | IPvd/Netmask | IPv/Prefix Edit

eth0 192.168.1.1/24 Disabled

Hostname

Set the hostname:

@ manually [am5000| (e.g.. host.domain.com)

Miscellaneous Settings

Gateway: [ l

Primary DNS: [ l

Secondary DNS:[ l

Qomessnes

= Under the hostname, make sure that manually is selected, and type
the PC’s hostname, for example, “am5000".

= To continue, click Next.
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& centos

Network Devices

Active on Boot Device IPvd/Netmask  IPv6/Prefix

Edit

eth0 192.168.1.1/24 Disabled

Error With Data

Hostname @ You have not specified the field "Gateway". Depending on

Set the hostname: your network environment this may cause problems later.

@ manually |amsC

IS Set

Gateway: [ l

Primary DNS: | |

Secondary DNS:| |

Qe

= If an error message appears “You have not specified the field
Gateway,” simply ignore this by clicking Continue.

& Ccentos

Network Devices

Active on Boot Device IPvd/Netmask | IPv6/Prefix

Edit

etho 192.168.1.1/24 Disabled

Error With Data

Hostname @ ‘fou have not specified the field "Primary DNS". Depending

Set the hostname: on your network environment this may cause problems later.

@ manually |ams

M IS Se

Gateway: [ l

Primary DNS: | |

Secondary DNS:[ l

Dﬂelease Notes

= If an error message appears “You have not specified the field
Primary DNS”, simply ignore this by clicking Continue.
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3.3.13 Time Zone

& centos

Please click into the map to choose a region:

Europe/Osio =

[ {System clock uses UTC:

| [ ) Release Notes 4 Back & Next |

= Select the computer’s physical location, for example Europe/Oslo.
= To continue, click Next.

3.3.14 Root Password

The system administrator’s password is defined by typing it in the Root
Password field and then in the Confirm field.

& centos

The root account is used for administering the
system. Enter a password for the roof user.

Root Password: [u...... ]

Confirm: l........‘ ]

= Click Next to continue.
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3.3.15 Select the Software to be Installed

& centos

The default installation of CentOS includes a set of software applicable for general internet
usage. What additional tasks would you like your system to include support for?

Desktop - Gnome =
Desktop - KDE
Server

fra]

(&I

Please select any additional repositories that you want to use for software installation.

[J Packages from CentOS Extras

+ Add additional software repositories

You can further customize the software selection now, or after install via the software
management application.

() Customize later (@ Customize now

Qe

= Tickoff all packages in the upper part of the window.
= Select Customize now.
= Click Next to continue.

& Ccentos

Desktop Environments GNOME D
Select

Applications = koe o EE

Development Deselect

Servers Deselect all optional packages
Base System
Clustering
Cluster Storage
Languages

GNOME is a powerful, graphical user interface which includes a panel, desktop, system
icons, and a graphical file manager.

37 of 43 optional packages selected

Qoo

All packages are installed, except for Vitualization, Clustering and

Cluster storage.

= Select the first main package in the left window (which is Desktop
Environments).

All subpackages for the selected package will appear in the right hand

window.
= For each subpackage, right-click and select Select all optional
packages.

= Repeat this for all main packages.
= Click Next to continue.
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3.3.16 About to Install

& Centos

Click next to begin
installation of CentOS.

A complete log of the
installation can be found in
the file "/root/install.log"
after rebooting your system.

A kickstart file containing
the installation options
selected can be found in the
file 'froot/anaconda-ks.cfg'
after rebooting the system.

Dﬂelease Notes

= To start the installation, click Next.

& Centos

Ly

Congratulations, the installation is complete.

Remove any media used during the installation process and press the
"Reboot" button to reboot your system.

=  When the installation is completed, click Reboot to reboot the PC.
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3.3.17 Starting up Linux the Very First Time
When the PC is rebooted, the following will be displayed.

* Welcome

Firewall Welcome

SELinux
Kdump There are a few more steps to take before your system is ready to use. The
Setup Agent will now guide you through some basic configuration. Please

DatERand Tin g click the "Forward" button in the lower right corner to continue

Create User

Sound Card
Additional CDs

N
L=

CentOS

Cent0S-5

Community ENTeprzs Operatng System

= Click Forward to continue.

3.3.18 Firewall

Welcome

=R =
Z] u
» Firewan =.* Firewall
SELinux
Kdump You can use a firewall to allow access to specific services on your computer
from other computers and prevent unauthorized access from the outside

Dateagnt Tim g world. Which services, if any. do you wish to allow access to?

Create User

Sound Card
Additional CDs

Firewall ;Dlsabled -

E ODOO

(|

4@ Back ] [E}Eurward

= Make sure that Firewall is disabled.
= To continue, click Forward.
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Welcome
* Firewall
SELinux

Kdump

Date and Time
Create User
Sound Card
Additional CDs

= Firewall

You can use a firewall to allow access to specific services on your computer
from other computers and prevent unauthorized access from the outside
world. Which services, if any. do you wish to allow access to?

Firewall [Dlsabled -

the system and override any existing firewall

i Clicking the "Yes' button will set the security level of
configuration. Are you sure that you want to do this?

|

{ 4@ Back ] [i}gurwam]

= Click Yes to set the security level of the system and override any
existing firewall configuration.

3.3.19 Security Enhanced Linux

Welcome
Firewall

* SELinux
Kdump
Date and Time
Create User
Sound Card
Additional CDs

S¢ SELinux

Security Enhanced Linux (SELinux) provides finer-grained security controls
than those available in a traditional Linux system. It can be setupin a
disabled state, a state which only warns about things which would be denied,
or a fully active state. Most people should keep the default setting.

SELinux Setting ;Dlsabled =

[ 4@ Back ] [E}Eomam

= Make sure that SELinux Setting is Disabled.
= Click Forward to continue.
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Welcome

Firewall &f&“ S E L i NUX

SELinux

Kdump Security Enhanced Linux (SELinux) provides finer-grained security controls
than those available in a traditional Linux system._ It can be setup in a
disabled state. a state which only warns about things which would be denied.
Create User or a fully active state. Most people should keep the default setting

Sound Card

Additional CDs SELinux Setting [Disabled

Date and Time

“

] [x]

@ Changing this SELinux setting requires rebooting the

system so the entire file system may be relabeled
Relabeling takes a long time depending on the file
system. Would you like to continue with this setting and
reboot the system after firstboot is complete?

Cent0S-5 < gack

Comeurity ENTeprse Operating Syster

= Click Yes to continue with this setting.

3.3.20 Kdump (Kernel Crash Dumping)

Welcome

Firewall Kd um p

SELinux

Kdump Kdump is a kernel crash dumping mechanism. In the event of a system
crash, kdump will capture information from your system that can be
invaluable in determining the cause of the crash. Note that kdump does
Create User require reserving a portion of system memory that will be unavailable for
Sound Card other uses.

Additional CDs

Date and Time

O Ename kdump?

CEDtOS'S [ 4 Back ] [éEurward

Comemurity ENTerprise Operating Syster

= Make sure the Enable kdump is not ticked off.
= Click Forward to continue.

Installation and Commissioning Handbook, AutroMaster ISEMS - Integrated Safety and Emergency Management System,
116-P-AMASTER-INSTCOMMY/IGB, Rev. C, 2016-05-20, Autronica Fire and Security
Page 44



Installation

3.3.21 Date and Time

= Setthe UTC date and time for the system (UTC is similar to GMT
time).

Welcome

Firewal Date and Time

SELinux
Kdump Please set the date and time for the system

Date and Time etwork Time Pmtocoll

Create User

Sound Card

Time

Additional CDs o i Current Time : 09:27:01
Hour
g9 10 11 12 13 14 15 Second B
16 17 18 19 20 21 22
23 24 25 26 28 29
30 31

CEntOS'S 4@ Back ] [E}Eurward

ity ENT term

= Click Forward to continue.

3.3.22 Create User

Welcome

A2 Create User

SELInux

Kdump Itis recommended that you create a 'username’ for regular (non-
administrative) use of your system. To create a system 'username.’ please

Ry Thny provide the information requested below

Create User

Additional CDs

If you need to use network authentication, such as Kerberos or NIS, please

click the Use Network Login button
Use Network Login..

CEntOS'S <@ Back ] [E?Eonmard

Comemunity ENTeprss Operatng System

No users need to be defined.

= Click Forward to continue.
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Welcome
Firewall
SELinux

Kdump

Date and Time
Create User
Sound Card
Additional CDs

Create User

It is recommended that you create a 'username’ for regular (non-
administrative) use of your system. To create a system ‘username,’ please
provide the information requested below.

P:

It is highly recommended that a personal user
& account be created. If you continue without an

account, you can only log in with the root account,

which is reserved for administrative use only.

please

Continue ] | Create account

se Network Login..

4@ Back ] [E}Eurward

= Click Continue to proceed.

3.3.23 Sound Card

Welcome
Firewall
SELinux
Kdump
Date and Time
Create User

* Sound Card
Additional CDs

Sound Card

An audio device has been detected in your computer.

Click the "Play" button to hear a sample sound. You should hear a series of
three sounds. The first sound will be in the right channel, the second sound
will be in the left channel, and the third sound will be in the center.

The following audio device was detected

Selected card

Vendor: Ensonig

Model: ES1371 [AudioPCI-97]
Module: snd-ens1371

Sound test

@ --- Stopped --- [ | Repeat

Volume settings
Q @)
Device settings

PCM device | ES1371 DAC2/ADC =

{ 4@ Back ] [i}gurwam]

= If a soundcard and loadspeakers are connected, a test can be
carried out by clicking Play test sound.

A message box will appear; “Did you hear the sound”.
= Click Yes to confirm whether you heard the sound or not.

= Click Forward to continue.
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3.3.24 Additional CDs

Welcome = e

Additional CDs
SELinux

Kdump Please insert any additional software install cds at this time

Date and Time

Create User

Py g
Sound Card r@’ Additional CDs |

* Additional CDs

= No additional software is to be installed.
= Click Finish.

Welcome =y .

Firewa Additional CDs
SELinux

Kdump Please insert any additional software install cds at this time.
Date and Time

Create User

=
Sound Card ro’ Additional CDs | Install

* Additional CDs

selections to take effect

@ The system must now reboot fer some of your

= Click OK to reboot the system.
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3.3.25 Logging in for the First Time

= Enter root as the username, followed by the password defined
during installation, then press Enter.

@ Language #" Session e Restart )! Shut Down

= To install AutroMaster, go to chapter 3.4.
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3.4 Installing AutroMaster ISEMS

3.4.1 Installing AutroMaster ISEMS

Part number

Description

116-PROG-AUTROMASTERISEMS

AutroMaster ISEMS CD - Provides the full range of
functionality — every possible add-on module is included in
this package, making it the perfect choice for demanding
applications and professional customers.

116-PROG-AUTROMASTER-POG

AutroMaster Oil & Gas Edition CD — For the Petrochemical, Oil and
Gas market applications, support for the SIL2 approved AutroSafe
IFG panel is mandatory. The AutroMaster Oil & Gas Edition is
specially designed to use the AutroSafe IFG functionality to among
other functions provide gas trending and LEL indication.

116-PROG-AUTROMASTER-MAR

AutroMaster Maritime Edition CD — For the Martime market the
AutroMaster Martime Edition is specially designed to meet the
IMO/SOLAS requirements and regulatory demands.

116-PROG-AUTROMASTER-ONS

AutroMaster Onshore Edition CD — Provides extensive fire
detection and alarm management functions. Customers have the
freedom to add dedicated software modules to expand the
functionality according to their needs.

= Insert the AutroMaster ISEMS CD-ROM.
= The CD ROM icon will appear on screen.
= Double-click the icon and the content of the CD will appear.
= Double-click the roots Home icon, and navigate to the /tmp

directory.

= Copy the content of the CD ROM by dragging the folders from the
CD ROM into the /tmp directory.

= Inthe /tmp directory, click the distribution for the version of CentOS
you have installed.

= Double-click the installation file for the actual CentOS version and
AutroMaster edition according to the table below.

CentOS AutroMaster edition Installation file

version

CentOS-5 116-PROG-AUTROMASTERISEMS install-ISEMS-5
116-PROG-AUTROMASTER-POG install-OG-5
116-PROG-AUTROMASTER-MAR install-maritime-5
116-PROG-AUTROMASTER-ONS install-onshore-5

During the installation of AutroMaster (initialization) the system may
promt you; “Shall the new role be allowed to create more new roles?”

= PressY (Yes).

The PC will reboot automatically, and the selected AutroMaster edition
will startup with the default configuration.
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3.5 Upgrading an Existing AutroMaster System

Existing AutroMaster versions can be upgraded to the most recent
version.

The upgrade will provide you the information you need in order to
register (Serial Number and the Unlock key).

The upgrade is customer-specific, and it will vary depending on;

the existing AutroMaster version

the existing hardware version (the need to replace existing PCs)
the setup of Master/Slave, the number of Master/Slaves
configuration of new functionality / the extent of the reconfiguration
AutroMaster / AutroSafe compatibility

the compatibility of AutroMaster versions

Part number

Description

116-PROG-AM-UPGRADE

Upgrade of AutroMaster to most recent version — Existing AutroMaster
customers can upgrade their license to the most recent version of
AutroMaster. Requires change of AutroMaster configuration data.
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4. AutroMaster ISEMS

4.1 Modifying the hosts-file

Before registering the software, the network has to be configured.

The hostname defined during installation of LINUX is assigned to the
loopback interface (127.0.0.1) by default. See the example below.

# Do not remove the following line, or various programs
# that require network functionality will fail.
127.0.0.1 AutroMaster-5000 localhost.localdomain localhost

To achieve a proper communication between, for example, Master
and Slave AutroMaster, the hostname must be assigned to the
computer’s IP-address. This is done by removing the hostname from
the Loopback interface and then adding the hostname on the next line
together with the computer’s IP-address. See the example below.

# Do not remove the following line, or various programs
# that require network functionality will fail.
127.0.0.1 localhost.localdomain localhost

192.168.1.1 AutroMaster-5000

When more computers are connected in a network, add the IP-
address and the hostname for each computer.
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4.2 Registration of AutroMaster ISEMS

During the very first start-up of an AutroMaster ISEMS installation, the
AutroMaster software has to be registered at Autronica Fire and
Security. Before registering the software, make sure that the network
configuration is completed.

The registration of AutroMaster described in this chapter deals with all
editions (ISEMS, Oil & Gas, Martime and Onshore).

= Type the site name (Test3 is used in the example below), click Set.

& Software registration

Set site name

— Site name
Test3|

= The Site name and Local code will appear automatically (Test3 and
266439542 are used in the example below).

& Software registration

Send information to AFS

Waming! Software must be registered within 30 days after installation to ensure the
continued oneration.
You have now 1 days left.

—Please send the fallowing information to AFS

Site name:
|Testa

Local code:
|266439542

The infarmation can be sent either by mail ar by telephane.

Registerlaterl < Change site namel Register now >|

= Contact Autronica Fire and Security, and they will provide you the
information you need in order to register (Serial Number and the
Unlock key).
E-mail address afs.support@autronicafire.no
Autronica Fire and Security Support telephone +47 815 20 300.

= If you want to register later, click Register later.
Note that the software must be registered within 30 days after
installation to ensure the continued operation. A text in the dialogue
box will inform you how many days are left until you have to
register.

= If you want to register now, click Register now, and continue.
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= Type the Serial Number and the Unlock key provided by Autronica
Fire and Security, then click Register.
(If you want to register later, click Register later).

= When the software is registered, click Finish and reboot the
computer.

e registration

4.3 Registration After Reconfiguration

If the network configuration for the AutroMaster ISEMS installation
(PC) is changed, the AutroMaster must be registered again.

Set a new "Site name" in order to generate a new "local code". This
“local code” must be sent to Autronica Fire and Security. A new
"unlock code" will then be generated (refer to chapter 4.2).
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5. Network Time Protocol

5.1 Introduction

The Network Time Protocol (NTP) is a standard protocol that
synchronizes all real time clocks on computers and other equipment in
a network connection. If an external NTP-server does not exist, one of
the AutroMaster computers can be configured as an NTP-server, and
the other computers in the network can synchronize the clocks with
this computer. When synchonizing with an NTP-server, the real time
clock on the computer must be configured as UTC and show UTC
time.

If no NTP-server is available, one of the AutroMasters in the network
can be configured as the NTP-server, allowing the remaining
AutroMaster ISEMSs to sychronize to this system.

Note: When using Master/Slave network communication in the
AutroMaster system, NTP real time clock synchronization must be
configured.

5.2 Configuring an NTP-server

= Open a UNIX-window.
= Change the directory to the /etc.-folder.

= To configure a computer as an NTP-server, copy the file ntp.master
to the file ntp.conf as superuser.

5.3 Configuring an NTP-client

= Open a UNIX-window.

= Change the directory to the /etc.-folder.

= To configure a computer as an NTP-client, copy the file ntp.slave to
the file ntp.conf.

= Open the file ntp.conf in an editor and replace the keyword after
"server" with the hostname or the IP-address of the NTP-server.

If the real time clocks in AutroMaster computers connected in a
network are to be synchronzed against an external NTP-server, all
computers must be defined as NTP-clients.
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5.4 Giving AutroMaster Access to Devices

When an installation is completed, only the system administrator (root)
will have access to devices.

A device is a physical file on the harddisk found in the /dev-directory.
All access to computer hardware is possible by reading or writing to a
specific device-file.

An example of a device-file is /dev/ttyS0, which represents serial port
1.

_(underscore) is included in the command below to indicate
the space character. Therefore, when typing the command,
use the space key instead of underscore.

AutroMaster must be given the necessary access to these devices,
which is done in the following way:

= Open a UNIX-window.

= Execute the command chmod_777 followed by the name of the
device.

Depending on the configuration of the system, AutroMaster must be
given access to the following devices.

Device Explanation
device-file is /dev/ttyS0O Serial Port 1
device-file is /dev/ttyS1 Serial Port 2
device-file is /dev/ttyS4 Serial Port 5 (if installed)
device-file is /dev/ttyS5 Serial Port 6 (if installed)
device-file is /dev/ttyS6 Serial Port 7 (if installed)
device-file is /dev/ttyS7 Serial Port 8 (if installed)

When using our standard PCI serial board no additional software
drivers are needed, but the configuration has to be updated in order to
use the extra serial ports.

= Change the directory:
cd /home/spefun/konfigurasjon

= Edit the file muligelinjer in a text editor, for example:
nedit muligelinjer (or, emacs muligelinjer)

(Other editors to be used can be gedit, kedit, kate, etc.)

= Add the following lines to the file:

/dev/ttyS4
/dev/ttyS5
/dev/ttyS6
/dev/ttyS7

= Save and quit.
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6. Startup

6.1 General

All configuration options are found under Menu --- Configuration.
Password security level 3 (Configuration) is required for access to
Configuration.

= Select Configuration from Maintenance in the main menu.

A window will appear showing all configurable data.

CONFIGURATION OF AUTROMASTER 5000

Type of printer: Printer configured by Limux
Printout when alaon: Yes

Sound output for alarms: Internal beeper
Mumber of days of analogue values: 166
Humber of connaected INN modules: &

Duty control: No

Dimning of computer screen: Automakic screen saver
Screen resolution: 1260x1024 fvwm95

Shift to first alamm only: Yes

Let screen saver resel screen: Yes

adjust clock in BS-100: Ho

Setting of outputs: This is a main computer

serial port  Communication type
/dev/ttyso BS-100
Jdev/ttysl Unused

computer with serial ports: Nene

BS-100 Sarial port

A
B

c

D

E

¥

2

H Ly:

I /dev/ttyso
a fdev/tiyso
K imused

i tnused

" Unused

u imusad

o Unused

? Unused

9 tused

r tnused

] Unused

T tnused

u Unused

v tmusad

u tnused

% Unused

¥ tnused

z tnused

Note: The window will close automatically after 10 seconds, if no
selection is made.
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6.2 Printer Type

= To define the type of printer connected to the machine, click and
hold down the left mouse button and select Type of printer.

Sound sutput rm;
Mumbar of days of ana
Mumbar of conmectsd T

Adjust clock in BE-100°

fSarial port

S/ ELyED BE- 100
FdowftLyEL Urnisad

05-100 Serial port

Fidaw/ ELyED
Jdaw/ ELYSD
Unusid
Unused
Unused
Unused
nused
Unused
Unused
Unused
Unused
Unused
nused
tnused

MM E S EOTOEEr ML RN AES

=
)

Setting of cutputs: This is a main compute

Communication type

Computer with secial ports: Nooe

Printer selection

Selection Printer Obsolete

HP colour Colour printer, e.g. HP Deskjet 1600C | x

printer

HP Laserjet Laser printer, e.g. HP Laserjet 5M X

with PCL

Postscript Postscript Laser printer, e.g. HP X
Laserjet SMP

Printer Printer type depends on printer type

configured by | defined in Linux.

Linux

None No printer connected
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6.3 Alarm Printout

Alarm printout is defined only for the old graphical interface.

Note that the configuration described below applies to the old
graphical interface (visrep).

= To configure Automatic alarm printout, click and hold down the left
mouse button and select Print-out when alarm.

CONFIGURATION OF MUTROMASTER 5000

sutput
Mumbar of days of
Mt of conmectad

S/ ELyED BE- 100
FdowftLyEL Urnisad

Computer with secial ports: Nooe

05-100 Serial port

n Fdaw/ ELyS0
] Fdav) ELys0
€ Fidaw/ ELySD
D Fidaw/ ELyED
E Jdaw/ ELYSD
F Unusid

G Unused

H Unused

I Unused

J nused

K Unused

L Unused

" Unused

[ Unused

o Unused

P nused

Q

R

T

u

v

"

%

¥

2

=
)

Print-out when alarm.

Selection |Print-out

Yes Print-out when alarms occurs

No No print-out when alarms occurs
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6.4 Sound Output

= To configure an Audio signal for an alarm, click and hold down the
left mouse button and select Sound output for faults and alarms.

E suty [ S ELECT SOUND ¢
Mumbar of days of analoque
Mumbar of comnected THH mod

fSarial port Commmication type
Fdovf ELyED BE=100
FdowftLyEL Urnugad
Computer with secial ports: Nooe

05-100 Serial port

Jdaw/ ELYSD
Unusid
Unused
Unused
Unused
nused
Unused
Unused
Unused
Unused
Unused

MM E S EOTOEEr ML RN AES

=
)

Sound output for faults and alarms.

Selection Sound source

Internal beeper Internal speakers in the machine

Internal loudspeaker | Internal speakers in the machine with normal
normal sound level.

Internal loudspeaker | Internal speakers in the machine with high
high sound level.

Internal loudspeaker | Internal speakers in the machine with highest
highest sound level.

None No audio signal when alarm is given

The internal loudspeaker referred to in the table means the output
from the sound card.
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6.5 Number of Input Modules Connected

Number of input modules connected defines the number of RE-4/RE-
10 type modules that can be connected together.

Sarial port Commun icat ion type

S/ Ly Bs5- 100
fdaw/tLySl n5-100

Computer with serial ports: Nome
05-100  Serial port

Jdaw/ ELySD
Jdaw/ ELYSD
faw/ ELYSD
fdav/ ELYSD
S v/ ELYED
Unused
nused
Unused
Unused
Unused
nused

MMM ECSASEOROEECr LN EANATAES

E]
i

Total number of input modules.

Selection Total input modules
1 1 connected module

3 3 connected modules
6 6 connected modules

"Inmodules” type RE-4/RE-10 is used for maritime installations only.
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6.6 Duty Control

If you have two machines in network, these can be configured for

transference of duty con

trol.

= Click and hold down the left mouse button and select Duty control.

= If another machine is chosen, select the machine name which is

defined for the other

machine in the pop-up window.

& Configuration of Autro

CONFIGURATION OF AUTROHMASTER 5000

Printout when alarm: Yes

Sound output for alarms: Intermal
Humber of days of analogue walues
Humber of comnected INH modules:
Duty contro

Dimming of

sereen reso] No duty cont:

shift to fi
Let screen | Select other comp!

Type of printer: Printer configured by Linux

beeper
: 366
5

saver

Adjust clock in BS-100: Ho

Serial port commumication type
fdevw/ttys0 BS-100
fdev/ttySl Unused

Computer with serial ports: Hone

B5-100 Serial port
fdev/ttyS0
fdev/ttyS0
fdev/ttys0
/dev/ttyso
fdev/ttys0
fdev/ttyS0
fdev/ttyS0
fdev/ttyS0
Jdev/ttyso
/dev/ttyso
Unused
Unused
Unused
Unused
Unused

CEErRUNOQREDQWER

Defining duty control.

Setting of outputs: This is a main ¢ uter

Selection

Duty control

No duty control

Duty control not in use

Select other computer

Choose machine to share duty control
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6.7 Dimming of Computer Screen

Manual monitor brightness adjustment or screen saver can be defined.

= Click and hold down the left mouse button and select Dimming of
computer screen.

Soreen Te
shift to | Man ming

BoTen
Rejust clf
Satting of

Sarial port Commun jcat.

S/ Ly Bs5- 100
fdaw/tLySl n5-100

Computer with serial ports: Nome
05-100  Serial port

Jdaw/ ELySD

S v/ ELYED
Unused
nused
Unused
Unused
Unused
nused
nused
tnused
tnused
1

I HeMESSEEOTOEECALNEAMEEADS

E]
i

Defining monitor brightness adjustment.

Selection Adjustment

Manual dimming Enables manual adjustment of screen
brightness

Automatic Screen Automatic screen saver activated

saver

No Screen saver No Screen saver
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6.8 Screen Resolution

Screen resolution indicates the value already defined in the Linux
graphical system. The screen resolution is automatically detected by
AutroMaster and not selectable.

If the screen resolution is changed in Linux, or AutroMaster does not fit
the screen (too large or too small), the new screen resolution must be
saved in order to update the AutroMaster.

To save the screen resolution, see chapter 6.16 (Saving Changes).

& Configuration of AutroMaster 5000

CONFIGURATION OF AUTROMASTER 5000

Type of printer: Printer configured by Linux
Printout when alarm: Yes

Sound output for alarms: Internal bheeper
Humber of days of analogue wvalues: 366
Humber of connected INN modules: 6

Duty contrel: Ho

Dimming of computer screen: Automatic screen saver
Screen resolution: 1280x1024

Shift to first alarm only: ¥Ye

Let screen saver reset screen:

Adjust clock in BS-100: Ho

Setting of outputs: This is a main compyter

Serial peort Communication type

/dev/ttyso BS-100

Fdev/ttysl Unused

Computer with serial ports: Hone \

BS-100 Serial wort
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6.9 Shift to First Alarm Only

It is possible to define whether the machine is to provide a graphic
display for the first alarm only, or show graphic displays for all alarms
as they are received.

Note that the configuration described below applies to the old
graphical interface (visrep).

= Click and hold down the left mouse button and select Yes or No.

CONFIGURATION OF MUTROMASTER 5000

Dimming of computer screen; Mutomatic screen saver
gor - 7 24 Lvwmd5

anit E Yos
Let reon: Yo
netjuy Yes

| 5 a main computer
Serial porl  Communicalygy Lype
Sebivef LLy S0 B5- 100
fdaw/tLySl n5-100

Computer with serial ports: Nome
05-100  Serial port

Jdaw/ ELySD

S v/ ELYED
Unused
nused
Unused

Unused
Unused
Unused
Unused

Unusad
Unused
Unused
Tnused
Unused

MMM ECSASEOROEECr LN EANATAES

E]
i

Showing alarms.

Selection |Description

Yes Only the first alarm will be shown, requiring manual
changing to the next alarms.

No All alarms will be shown consecutively as they occur.
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6.10 Screensaver/Restore Screen

It is possible to define whether the Reset screen command (first option
in the menu) is to be executed when the screen saver is activated.

= Click and hold down the left mouse button and select Yes or No.

Reset screen normalises all windows, and restores the security level to
1 (Observe).

Tyl

Printont whan ;
Sound cubput for a
Humbar of days of

Lat sor
Rdjust o
fetting | Yes

sarial pl N2

Jdaw/ ELySD
Jdaw/ ELYSD
faw/ ELYSD
fdav/ ELYSD
S v/ ELYED
Unused
nused
Unused

Unused
Unused
Unused

MMM ECSASEOROEECr LN EANATAES

E]
i

S/ Ly Bs5- 100
fdaw/tLySl n5-100

05-100  Serial port

COMFIGURATION OF MUTROHASTER 5000
po of peinter: Peinter conligured by Lime
You

"
mmp: Intarnal beopar

aloque values: 166

Mumbor of connected THH modules: b

Dimming of computer screen; Mutomatic screen saver
Soreon resclution: 1200x1024 Lvwmd%

Shift to tirst alam cnly:

: Yas

computer

Computer with serial ports: Nome

Screen saver/clear screen.

Selection

Description

Yes

Screen saver will activate "Reset screen"”.

No

Screen saver will not activate "Reset screen".
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6.11 Adjust Clock in BS-100

It is possible to define whether the clock in BS-100 will be
automatically adjusted when the AutroMaster clock is changed.

= Click and hold down the left mouse button and select Yes or No.

s of peinter: Peintee con| figuead by Lime
Printout

Sound sutput for alarme: Internal beapar
Mumbar of days of loque values: 166

Mumbor of connected THH modules: 6

Dimming of computer screen; Mutomatic screen saver
solution: 1200x1024 [wwmd%

m cnly: Yas

S/ Ly Bs5- 100
fdaw/tLySl n5-100

Computer with serial ports: Nome
05-100  Serial port

Jdaw/ ELySD

HMMECEABNONOEErNLEANADAES

Defining time adjustment in BS-100.

Selection | Time adjustment

Yes BS-100 clock to be automatically set when AutroMaster

clock is adjusted

No BS-100 clock will not be set automatically when
AutroMaster clock is adjusted
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6.12 Output Control

It is possible to define whether the machine is the main computer or
back-up computer for activating digital I/O.

= Click and hold down the left mouse button and select This is the
main computer or This is a backup computer.

n computer
ahbacknp computer

Jdav/LL
Feduvf LLys

Computer with serial ports: Mome

05-100  Serial port

Jdaw/ ELySD

MMM ECSASEOROEECr LN EANATAES

E]
i

Defining computer control.

Selection Control function

This is a Main computer | Primary computer for controlling digital /O
This is a backup Back-up computer for controlling digital
computer 1/O
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6.13 Connected Units

= To define Unit devices connected to the various serial lines, click
and hold down the left mouse button and select "/dev/ttyS0"(or
/devi/ttyS1).

Serial port A is /dev/ttyS0 and serial port B is /dev/ttyS1.

M
gotting of oul
garial port

Fivf LLys0
FevfLLyEL
computer with s SYSTEM-Swith

ng-100 serdal | SYSTEM-Swithour KNy
ESPA444

BS-100

EERFELNEANACAES

CEE -1

§omeE=

ESPA4.44 SMSIGSM

! mpuc NMEA 0183

v/t VDR NMEA 0183 4800 baud
(| VDR NMEA 0183 38400 baud

vt Master Clock NMEA 0183

Master Clock IF 452

o | Hernis CCTV
"\ | Telephone
o | SALA mode SM 9600
el | SALA mode SMO 38400
et SATA mode SM1 9600
4 | SALA mode SM1 38400
Urasad | pulti-interface SALA unit 0 9600
d | Multi-interface SALA unit 19600
e | Multi-interface SALA unit 2 9600
A | Multi-interface SALA unit 3 %600
| Multi-interface SALA unit 0 33300

Muld-interface SALA unit 1 38400
Muld-interface SALA unit 2 33400
Muld-nterface SALA unit 3 33400
MODBUS interface 1

MODBUS interface 2

MODBUS interface 3

MODBUS interface 4

MODBUS interface 5

Configured by other module
Unused

Defining units connected to the machine.

Selection

Serial port connection

BS-100

BS-100/BS-30 type fire alarm control panels

System-S with KON

System-S with concentrator

System-S without KON

System-S without concentrator

ESPA 4.4.4

Espa 4.4.4. personnel pager protocol

ESPA 4.4.4 SMS/GSM

Espa 4.4.4. personnel pager protocol, SMS/GSM

Input NMEA 0183

Communication with 3rd party NMEA compatible systems

VDR NMEA 0183 4800 baud

Output to Voyage Data Recorder, NMEA 0183 4800 baud

VDR NMEA 0183 38400 baud

Output to Voyage Data Recorder, NMEA 0183 38400 baud

Master Clock NMEA 0183

Input for Master Clock

Master Clock IF482

Input for Master Clock

Hernis CCTV

Communication with Hernis CCTV system

Telephone

Communication with telephone central

SAIA mode SMO 9600

SAIA PLC communication mode SM0 9600

SAIA mode SMO 38400

SAIA PLC communication mode SM0O 38400

SAIA mode SM1 9600

SAIA PLC communication mode SM1 9600

SAIA mode SM1 38400

SAIA PLC communication mode SM1 38400

Multi-interface SAIA unit 0 9600

SAIA PLC, 9600

Multi-interface SAIA unit 1 9600

SAIA PLC, 9600

Multi-interface SAIA unit 2 9600

SAIA PLC, 9600

Multi-interface SAIA unit 3 9600

SAIA PLC, 9600

Multi-interface SAIA unit O
38400

SAIA PLC, 38400
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Selection Serial port connection
Multi-interface SAIA unit 1 SAIA PLC, 38400
38400

Multi-interface SAIA unit 2 SAIA PLC, 38400
38400

Multi-interface SAIA unit 3 SAIA PLC, 38400
38400

MODBUS interface 1

MODBUS protocol

MODBUS interface 2

MODBUS protocol

MODBUS interface 3

MODBUS protocol

MODBUS interface 4

MODBUS protocol

MODBUS interface 5

MODBUS protocol

Configured by other module Configured by other module

Unused

The serial port is not in use

6.14 Main Computer in Master / Slave Configuration

It is possible to define the main computer in a Master / Slave
configuration. This selection is for configurations using the Master /
Slave communication in AutroMaster version 3.

= Click and hold down the left mouse button and select Select
computer or None.

=lalx]|

COMFIGURATION OF AUTROMASTER 5000

Type of printer: Printer confiqured by Linu
Printout when alarm: Yas
Sound output for alarms: Internal beapar

Numbar of days of analoque values: 166
Hmbar of connectad THH modules: &

Dimming of computer screan: Automatic screen saver
Scraen reselution: 1280x1024 fvwm)5

Shift to first alaom only: Yes

Lat screan saver reset screen: Yes

Adjust cleck in DS-100: Ho

Satting of ocutputs: Thiz is a main computer

Serial porl  Communicalion Lype

Jdev/LLyS0 BS- 100
Sdew/LLyS1 BS- 100

Select computer...
None

T/ Ty,
Jdou/tEyE0
Jdou/tEyE0
Jdou/tEyE0
T d

tnused
Unused
Unused
Unused
Unused
Unusad
Unuzad
Unuzad
Unuzad
Unuzad
Unuzad
Unussed
Unussed
Unussed
Unussed
Unussed
Unused

P EE LT T
g

HKHXESSHURONO
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6.15 BS-100 Addresses

= To configure the BS-100 address and the serial line to which it is
connected, click and hold down the left mouse button on one of the
designated addresses to BS-100.

This configures a line address for all the BS-100 fire alarm control
panels connected to AutroMaster ISEMS. Control panels that are not
in use are marked "unused".

Satting of cutpute: Thiz iz a main computer
Sarial port  Commsunication type

S dawf ELySD BE-100
£ o) ELyE1 BE-100

Computer with serial ports: Nope

B3-100 Serial port

e T - T LT

Defining control panel addresses connected to AutroMaster.

Selection | Serial port and corresponding BS-100
address

ttySO Serial port A is connected to the selected BS-
100 address

ttyS1 Serial port B is connected to the selected BS-
100 address

Unused No serial port is connected to the selected
BS-100 address

Note: This menu is dynamic and the current serial ports are the serial
port addresses defined as BS-100 in 6.13.
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6.16 Saving Changes

= To save changes in data, select the option Update and close.

NB: After the data is saved the computer will automatically reboot after
10 seconds.

B3-100 Serial port

Saw/ ELyB0

£ ey EEYE0
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unuzud

e T - T LT

CONFIGURATION OF AUTROMASTER 5000

Sarial port  Commsunication type
Sdev/ LLys0 HS-100
Sdev/ tEyE] B8-100

Computer with serial ports: Nope

hetj ki
Satting of cutpute: Thiz iz a main computer

Saving changes.

Selection

Description

anything

Quit without storing

Do not save changes.

Update and exit

Save changes and re-boot the
computer.
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Connections Between Fire Detection Systems and AutroMaster ISEMS

7. Connections Between Fire
Detection Systems and
AutroMaster ISEMS

Autronoster—2000
Graphical =system

Flre Alarm Panel BS-100

Bottery

Cornverter
RTZ-20
2ima Current Loop RE-232 1/0
| Modules
Mox lerigth 1500 m Mo= Length 10 m
: 22l Wal
220 WAC 220 VAC

Cakle type ®JB-11

MNetwork Twisted Paoir Crossed

7.1 Connections Between AutroMaster and BS-100

One RTZ-20 must be used to convert the signals from RS-232 to 20
mA: current loop. In the panel a BSL-100 must be installed and
configured as channel 2A or 2B.

Autromaster 5000

Rtz-20

c——=2 1 o (Clr—=)
3—3 c—6 (Clr+)
S/ 3 —02 (Clt-)
4 ——1 OV
Cable Maximum distance
AutroMaster — BS100 10 Meters
RTZ-20- BS100 1500 Meters
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7.2 Connections Between AutroMaster ISEMS and

AutroSafe 3

Note that AutroMaster ISEMS does not work with AutroSafe version
3.4.0 and earlier. The system requires AutroSafe 3.4.1 and more
recent 3 versions.

The chapter describes the connection between AutroMaster and one
panel or one AUTROLON ring.

A twisted pair (cat 5 or better) cable is used to connect the network
card in the PC to the network card in the panel (EAU-330/2). Please
observe that the twisted pair cable is a crossed cable and not a one-to-
one cable.

Crossed twisted pair cable

Connection between AutroMaster and several AUTROLON rings.

To communicate with 2 or more AutroSafe systems a network switch
must be used to split the signals. A switch can also be used to amplify
the signals in order to extend the length of the communication cable.

All cables twisted pair (one-to one)
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7.3 Connections Between AutroMaster ISEMS and
AutroSafe 4

All AutroSafe 4 panels within a system are linked together using an
internal Ethernet network. The AutroSafe 4 system uses the same
network to communicate with AutroMaster ISEMS (Integrated Safety
and Emergency Management System).

FL SWITCH SFNT 5TX

Conircller Fire alarm contrel panel

AutroMaster

Repeater panel

7.4 Connections Between AutroMaster ISEMS and
Autroprime
Autroprime can be configured to act as a TCP/IP network node,

allowing Autroprime to communicate with an AutroMaster Integrated
Safety and Emergency Management System.

Autroprime can be configured to both receive information from and
transmit information to AutroMaster ISEMS.

The figure below shows AautroMaster connected to a Proxy
server and several Autroprime systems.

et
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7.5 Cable Specifications

This chapter deals with cable specification for AutroSafe (version 4
and earlier versions), Autroprime 2.0 and AutroMaster ISEMS.

Twisted pair cable is of type Category 5 or better with RJ-45
connectors. This cable is also called a “patch cable”.

The cable exists in two versions, either one-to-one cable or crossed
cable.

Crossed cable must be used for direct communication between
AutroMaster and AutroSafe/Autroprime.

One-to-one cable must be used if AutroMaster is connected to one or
several AutroSafe systems through a switch.

The length of one twisted pair cable must not exceed 90 meters.
If the communication distance exceeds 90 meters an amplifier or a

switch must be installed. The maximum distance when using a switch
is 180 meters. (Each twisted pair cable is 90 meters).

Connections twisted pair cable.

Crossed Cable One-to-one cable
AutroMaster | AutroSafe/Autroprime | AutroMaster |Hub
1 3 1 1
2 6 2 2
3 1 3 3
4* 4* 4 4
5* 5* 5 5
6 2 6 6
7* 7* 7 7
8* 8* 8 8

* Can be connected, but not necessary.

RJ-45 Connector
1 8

[

TOP:

ﬁ FROMT:
1 8
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8. Assigning IP Addresses

To ensure communication, all IP addresses must be defined in the
same series, since communication is not possible between different
network segments by means of routers or gateways.

IP addresses within the same series means that the 3 first digits in the
4 number notation must be identical and the last digit must be
different. This assumes that the netmask is defined as 255.255.255.0,
which is standard in AutroSafe.

8.1 AutroMaster Connected to AutroSafe 3

Note that AutroMaster ISEMS does not work with AutroSafe v3.4.0
and earlier. The system requires AutroSafe 3.4.1 and more recent
versions.

When connecting AutroMaster to AutroSafe version 3.4.1 and more
recent 3 versions), the same subnet (IP number series) must be used.
No routing is allowed.

Example of valid configuration

192.168.1.1

192.168.1.2 192.168.1.3

Example invalid configuration

192.168.1.1

192.168.2.2

192.147.1.1

Installation and Commissioning Handbook, AutroMaster ISEMS - Integrated Safety and Emergency Management System,
116-P-AMASTER-INSTCOMMY/IGB, Rev. C, 2016-05-20, Autronica Fire and Security
Page 76



Assigning IP Addresses

8.2 AutroMaster Connected to AutroSafe 4

When connecting AutroMaster to an AutroSafe 4 system, it is
recommended that another subnet is used for the connection between
AutroMaster and AutroSafe than the one that is used for the internal
communication within the AutroSafe system.

FL SWITCH SFNT 6TX

Controller Fire alarm controd panel

AutroMaster

Repeater panel

8.3 AutroMaster Connected to Autroprime

When connecting AutroMaster to Autroprime 2.0, the same subnet (IP
number series) can be used. See example in chapter 8.1 (the

guidelines for assigning IP addresses for AutroSafe 3 also applies to
Autroprime).

Routing is also allowed.
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9. Other Configurations

9.1 Configuration of a Printer under CentOS 4.6

To configure a printer under Linux, it is necessary to have system
administrator rights. Linux (printtool) provides a tool which simplifies

the configuration.

To configure a printer follow this procedure.

= Connect the printer to the computer, and turn the power ON.
= From the menu open a command window.

= Change to system administrator by typing su, followed by the
administrator password.

= Start the printer configuration tool by typing system-config-printer
followed by the Enter key.

Action Test Help

&)

P

i

LS

A&y Printer configuration — trd-1t—186. kiddescdn: i j=]E]

New Edit Delete Default Apply

®

Queue name +|Default

Description

Printers which are already defined must be deleted.
= If there are already defined printers, select the printer entry in the

list, and click Delete.

= To add a new printer definition, click New.

& Add a new print queue

last screen.

Add a new print queue

On the following screens, you will be asked to provide basic
information for adding a new print queue. You will be able to
edit the more advanced options afterwards.

Nothing will be done to your settings until you hit "Apply” on the

@ Help

3 Cancel ‘ ‘ < Back ‘ ‘ > Forward

Installation and Commissioning Handbook, AutroMaster ISEMS - Integrated Safety and Emergency Management System,
116-P-AMASTER-INSTCOMMY/IGB, Rev. C, 2016-05-20, Autronica Fire and Security

Page 78



Other Configurations

= To continue, click Forward.

Queue name

Please enter a name for this queue. Choose a short
name that begins with a letter and contains no spaces.

Name: |Ip| |
About

If you like, you can enter a description of the printer
to help you identify it more easily.

Short description: | |

‘ 3% Cancel ‘ ‘ < Back ‘ ‘ onmrard‘

= Add Ip as name for the printer queue, and a short description.
= To continue, click Forward.

& Add a new print queue

Select a queue type: ‘ Locally-connected < ‘

Gt‘gﬂescandE\.ricess| gustom device ‘

‘ e ‘ ‘ < Back ‘ ‘ P> Forward
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= Select one of the following:
Select Locally-connected printer if the printer is connected to
the computer’s parallel port, then click Forward to go to
Printer Model.

Select a queue type: | Locally-connected 2

/dev/Ip0

lﬁ;‘,;ﬂescan devices | guslom device ‘

| 3 Cancel ‘ | < Back ‘ | [» Forward

or

Select the automatically detected printer from the list, then
click Forward to go to Printer Model.

or
Select Networked_JetDirect (if you are going to use a
networked connected printer), type in the printer’s IP
address, then click Forward to go to Printer Model.

Select a queue type: | Networked JetDirect 2
Printer: Port:
10.40.46.153 ' 9100

| 3 Cancel ‘ | < Back ‘ | [» Forward

4 :

Printer model

Select the printer manufacturer and model.

| Generic (click to select manufacturer) <
48 pin

9-pin 136 Col
9-pin 80 Col

‘ ¥ Cancel H < Back H B'Eomrard‘

= If the printer is included in the drop-down list box, select it, then
click Forward to continue.

= If not, select a compatible printer or use a standard printer driver,
for example, postscript or a variant of PCL.
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& Add a new print queus

Finish, and create the new print queue

About to create the following queue:

Type: Local Printer Device
Device: /dev/lp0
Printer: Generic PostScript Printer

[ Corat] [ ot | [Py

= To save printer configuration, click Apply.

= From the main printer configuration window (which appears), select
the printer entry and click the Edit button.

= Select Driver options.

A Edit a print queue

Queue name | Queue type | Queue options | Printer dri\.rer| Driver options

Send Form-Feed (FF)

Send End-of-Transmission (EOT)

Assume Unknown Data is Text [

Prerender Postscript |

Convert Text to Postscript

Effective Filter Locale |C | v
Double-Sided Printing |N0t capable | w
GhostScript pre-filtering |N0 pre-filtering | w
Page Size |A4 | M
Resolution 600 DPI |v

[t comel] v |

= Select the correct page size for the printer (normally A4).

= Depending on the printer type, check off Send Form-Feed (FF)
and/or Send End-of-Transmission (EOT).

= To complete the configuration, click OK .

= From the main printer configuration window (which appears), click
Apply to save the changes.

= To test the printer printout the test page from the test menu (for
example, a postscript test page).
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9.2 Configuration of a Printer under CentOS 5.3

To configure a printer under Linux, it is necessary to have system
administrator rights. Linux (printtool) provides a tool which simplifies
the configuration.

To configure a printer follow this procedure.

= Connect the printer to the computer, and turn the power ON.

= From the menu open a command window.

= Change to system administrator by typing su, followed by the
administrator password.

= Start the printer configuration tool by typing system-config-printer
followed by the Enter key.

& =1
File Edit Help

3 e @
New Printer New Class Goto Server  Refresh

Server Settings Basic Server Settings

Show printers shared by other systems

[[] Share published printers connected to this system
[] Allow remote administration

[] Allow users to cancel any job (not just their own)

[] Save debugging information for troubleshooting

Connected to localhost

Printers which are already defined must be deleted.
= If there are already defined printers, select the printer entry in the
list, and click Delete.

= To add a new printer definition, click New Printer .

]
Printer Name

May contain any printable characters except "/, "#", and space

Description (optional)

Human-readable description such as "HP Laser|et with Duplexer”

Location (optional)

Human-readable location such as "Lab 1"

I ]
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= To continue, click Forward.

)

Select Connection

D]

|Dewces |

Serial Port #1

Serial Port #2
Serial Port #3
Serial Port #5 []
Serial Port #6

Serial Port #7

Serial Port #8
AppSocket/HP JetDirect
Bluetooth printer

HP Fax (HPLIP)

HP Printer (HPLIP)

Internet Printing Protocol (ipp)
LPD/LPR Host or Printer
Windows Printer via SAMBA

Other =1

l 4 Back H ¥ cancel H & Forward

All locally connected printers will appear at the top of the list.

= Scroll and select the printer you have connected.

= If you want to connect a network printer, select
AppSocket/HP jetDirect.
Fill in the printer’'s IP address in the text box that appears on the
right hand side.

To continue, click Forward.

2
(@ Select Printer from database

The foomatic printer database contains various manufacturer provided PostScript Printer Description (PPD) files and
also can generate PPD files for a large number of (non PostScript) printers. But in general manufacturer provided PPD
files provide better access to the specific features of the printer.

Makes |

Alps

Anitech
Apollo
Apple
Avery
Brother
Cltoh
CalComp
Canon
Casio
Citizen
Compaq
DEC

Dell
Design]et
Designjet

() Provide PPD file

PostScript Printer Description (PPD) files can often found on the driver disk that comes with the printer. For PostScript
printers they are often part of the Windows® driver.

I 4 Back H ¥ cancel H éEcrwaml

= With the uppermost selection highlighted (Generic), click Forward.
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7

Madels =
UAK T FTITTET

PCL 3 Printer
PCL 4 Printer |
PCL 5 Printer

PCL 5c Printer

PCL 5e Printer

PCL 6/PCL XL Printer
PostScript Printer
ZjStream Printer
postscript printer
text-only printer E

Gl )

Drivers

foomatic:Generic-ESC_P_Dot_Matr,
foomatic:Generic-ESC_P_Dot_Matr,
foomatic:Generic-ESC_P_Dot_Matr,

foomatic: Generic-ESC_P_Dot_Matr

il I D]

I 4 Back H ¥ cancel H éEcrwaml

= Select the relevant printer language (for more information, consult
the printer’'s documentation).
If the printer supports both postscript and a variant of PCL, select
PCL to achieve faster printouts.

= To continue, click Forward.
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Going to create a new printer printer at
parallel:/dev/lp0

[ sox | [3¢gancer] [ Y oy |

= Click Apply to continue.

&

File Edit Help

New Printer New Class

Copy

=1

@ <> 52

Delete Goto Server  Refresh

Server Settings

Settings } Policies ]Access control ‘ Printer Options |Jab Options 1

<~ Local Printers

General

Printout Mode

Printout Mode Normal s

Media Source: Printer default -

Page Size [Atl 3]
Double-Sided Printing: | Off B

4

Resolution, Quality, Ink Type, Media Type [ Controlled by 'Printout Mode'

Connected to localhost

= Select the printer option tab and change the paper size from letter

to A4 format.

= Click Apply to continue.

Installation and Commissioning Handbook, AutroMaster ISEMS - Integrated Safety and Emergency Management System,
116-P-AMASTER-INSTCOMMY/IGB, Rev. C, 2016-05-20, Autronica Fire and Security

Page 85




Other Configurations

&

File Edit Help

New Printer New Class

B @ <> 52

Copy Delete Goto Server  Refresh

Server Settings

<~ Local Printers

Connected to localhost

Settings ‘ Policies ]Access control I Printer Options IJUD Options

=1

Settings

Description [

Location [

Device URI Ipara\lel fdev/fip0

|
l
|

l [Change

Make and Model: Generic PCL 5e Printer Foomatic/hpijs (recommended)
Printer State: Idle

State Default Printer
Enabled
Accepting jobs

This is the default printer
Shared

Print Test Page

Select the Settings tab.
Click Make Default Printer.
To verify that the printer is properly configured, click Print Test

Page, and check the printout.
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9.3 Configuring Automatic Summer/Wintertime
Adjustment

The LINUX real time clock always shows UTC time, while the built-in
clock in AutroMaster shows the local time with one or two hours offset
from the UTC time.

To configure automatic change of summer and winter time for the
AutroMaster clock, proceed as follows:

= Use the editor to create a file named .crontab in the /home/spefun.

= # Summer time adjustment
0 1 * 3,10 0 /usr/local/amtimeadjust

= Save the file.

= Run the command crontab .crontab

= Open the file “grafikkstart™file in the editor.

= Add the line amtimeadjust at the end of the file.
= Save the file.
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Autronica is a leading innovator, manufacturer and supplier of fire safety equipment. Our
products ensure safety in applications on land and sea worldwide. The company is owned by
United Technologies Corporation (UTC) and employs more than 380 people with great skill
and experience in the developing, manufacturing and marketing of fire safety equipment.
Autronica Fire and Security AS is an international company based in Trondheim, a dynamic city
known as the technological hotspot of Norway.

Protecting life, environment and property

Autronica Fire and Security AS

Haakon VIIS gt. 4, NO-7041 Trondheim, Norway | Tel: +47 90 90 55 00 | Fax: +47 73 58 25 01
E-mail: info@autronicafire.no | www.autronicafire.com
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